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1 Introduction

When one imagines the influencing factors of a patient’s healthcare, one might think of
the patient’s lifestyle, their diet, their exercise habits, and so on. The reality, however, is
dense with beurocracy, complicated legal barriers, and profit-driven motives. Changing the
healthcare system is a daunting task, but there are marginal ways to clean up the processes
that are already in place. In this project, we will be focusing on implementing a database
that can house the electronic health records (EHRs) of patients in a centralized manner,
specifically by piggybacking off of the existing infrastructure of ambulatory surgery centers
(ASCs).

1.1 Background and Motivation

Many people assume that all surgeries are performed in hospitals, but this is not the
case. Around 43% of all surgeries are performed in freestanding ambulatory surgery centers
(ASCs), which are separate from hospitals.[2] These facilities are oftentimes owned by larger
healthcare organizations, and they normally belong to a larger group of ASCs, which might
have some sort of centralized management. ASCs are a cheaper alternative to hospitals,
provide greater flexibility for patients, and are usually covered by Medicare and Medicaid[3].

The interconnectedness that ASCs have with each other and with hospitals provides an
excellent opportunity for a centralized electronic health record (EHR) system. Although
many would assume that EHR systems should be centered around the patient, many argue
that the potential for disorder and confusion is too great[1]. Since doctors within hospitals
will often refer patients to ASCs for outpatient procedures, the pipeline of information is
already in place.

1.2 Scope

It should be made clear that this project is not meant to be a complete EHR system, nor
is it providing any infrastructure to help solve medical mysteries through data analysis. All
that this project is meant to do is provide a centralized database for the EHRs of patients
that have undergone outpatient procedures at ASCs. This will allow hospitals to see which
ASCs provide the procedures they need to refer patients to, and it will allow ASCs to see
which hospitals or doctors are referring patients to them. Patients will also be able to see
their own EHRs, at least in part.

2 Database Design

This section presents the tables used, provides a brief description of each one’s purpose and
relationships with other tables, and proves that each table is in BCNF. The tables are meant
to reflect real world entities and the relationships between them. Any ambiguous labelling
is explained in the table’s description. After reviewing the tables, the relationships among
them are synthesized into easily digestible diagrams.
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2.1 Table 1: insurance providers

CREATE TABLE insurance_providers(

insurance_provider_id INT NOT NULL AUTO_INCREMENT ,

insurance_provider_name VARCHAR (255) NOT NULL ,

PRIMARY KEY (insurance_provider_id)

);

This table is to store the list of insurance providers in the EHR system. The provider id
is the primary key, and is auto-incremented. This primary key is used as a foreign key in
both the patients and operation records tables.

To prove that this table is in BCNF, we must show that it is in 3NF, and that every non-
trivial functional dependency is a superkey. No column is dependent on any other column,
and the primary key is the only determinant of any other column. Therefore, this table is in
3NF. Since the primary key is the only determinant of any other column, and the primary
key is auto-incremented, it is a superkey. Therefore, this table is in BCNF.

It should be noted, nearly all tables reviewed after this one have the same properties as
this one. As a result, the same BCNF reasoning should be applied. Later, there will be a
table with different properties, and the BCNF reasoning will be provided for that table.

2.2 Table 2: hospitals

CREATE TABLE hospitals(

hospital_facility_id INT NOT NULL AUTO_INCREMENT ,

hospital_facility_name VARCHAR (255) NOT NULL ,

hospital_street_address VARCHAR (255) NOT NULL ,

hospital_state VARCHAR (2) NOT NULL ,

hospital_city VARCHAR (255) NOT NULL ,

PRIMARY KEY (hospital_facility_id)

);

This table is to store the list of hospitals that are affiliated with the ASC system. Typi-
cally, employees at a hospital (often a doctor) will refer patients to an ASC for a procedure.
The hospital id is the primary key, and is auto-incremented, and is used as a foreign key in
the doctors and operation records tables.

2.3 Table 3: ambulatory surgery centers

CREATE TABLE ambulatory_surgery_centers(

asc_facility_id INT NOT NULL AUTO_INCREMENT ,

asc_facility_name VARCHAR (255) NOT NULL ,

asc_street_address VARCHAR (255) NOT NULL ,

asc_state VARCHAR (2) NOT NULL ,

asc_city VARCHAR (255) NOT NULL ,

PRIMARY KEY (asc_facility_id)

);
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An ambulatory surgery center (ASC) is an outpatient facility where surgical procedures
are performed. Their purpose is to provide a faster, cheaper alternative to hospitals for
outpatient procedures. Since these are, usually, separate from hospitals, their information
must be stored separately. The ASC facility id is the auto-incrementing primary key, and it
is used as a foreign key in the operation records table.

2.4 Table 4: surgical procedures

CREATE TABLE surgical_procedures(

surgical_procedure_id INT NOT NULL AUTO_INCREMENT ,

surgical_procedure_name VARCHAR (255) NOT NULL ,

surgical_procedure_description VARCHAR (255) NOT NULL ,

PRIMARY KEY (surgical_procedure_id)

);

This table only stores the types of surgical procedures that have been recorded within
the ASC system. The name and a short description of the procedure are stored, with
a primary key that auto-increments. This primary key is used as a foreign key in the
operation records table.

2.5 Table 5: patients

CREATE TABLE patients(

patient_id INT NOT NULL AUTO_INCREMENT ,

patient_full_name VARCHAR (255) NOT NULL ,

patient_date_of_birth DATE NOT NULL ,

patient_gender VARCHAR (255) NOT NULL ,

patient_street_address VARCHAR (255) NOT NULL ,

patient_state VARCHAR (2) NOT NULL ,

patient_city VARCHAR (255) NOT NULL ,

patient_email VARCHAR (255) NOT NULL ,

patient_phone_number VARCHAR (255) NOT NULL ,

patient_insurance_provider INT NOT NULL ,

patient_insurance_number VARCHAR (255) NOT NULL ,

PRIMARY KEY (patient_id),

FOREIGN KEY (patient_insurance_provider)

REFERENCES insurance_providers(insurance_provider_id)

);

This table stores the information of patients that have been recorded within the ASC
system. The patient id is the primary key, and it is auto-incremented. This table does use
a foreign key to reference the insurance providers table, which is the insurance provider
that the patient is using. This foreign key is the only non-trivial functional dependency, and
it is a superkey. Therefore, this table is in BCNF.

2.6 Table 6: doctors
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CREATE TABLE doctors(

doctor_id INT NOT NULL AUTO_INCREMENT ,

doctor_full_name VARCHAR (255) NOT NULL ,

doctor_email VARCHAR (255) NOT NULL ,

doctor_phone_number VARCHAR (255) NOT NULL ,

doctor_hospital_affiliation INT NOT NULL ,

PRIMARY KEY (doctor_id),

FOREIGN KEY (doctor_hospital_affiliation)

REFERENCES hospitals(hospital_facility_id)

);

This table stores the information of doctors that have been recorded within the ASC
system. Similar to the other tables, an auto-incrementing id is used as the primary key.
This table does use a foreign key to reference the hospitals table, which is the hospital
that the doctor is affiliated with. Again, this foreign key is the only non-trivial functional
dependency, and it is a superkey. Therefore, this table is in BCNF.

2.7 Table 7: operation records

CREATE TABLE operation_records(

operation_record_id INT NOT NULL AUTO_INCREMENT ,

operation_record_date DATE NOT NULL ,

operation_record_facility_id INT NOT NULL ,

operation_record_patient_id INT NOT NULL ,

operation_record_procedure INT NOT NULL ,

operation_record_insurance_provider INT NOT NULL ,

operation_record_affiliated_hospital INT NOT NULL ,

operation_record_doctor_id INT NOT NULL ,

PRIMARY KEY (operation_record_id),

FOREIGN KEY (operation_record_facility_id)

REFERENCES ambulatory_surgery_centers(asc_facility_id),

FOREIGN KEY (operation_record_patient_id)

REFERENCES patients(patient_id),

FOREIGN KEY (operation_record_procedure)

REFERENCES surgical_procedures(surgical_procedure_id),

FOREIGN KEY (operation_record_insurance_provider)

REFERENCES insurance_providers(insurance_provider_id),

FOREIGN KEY (operation_record_affiliated_hospital)

REFERENCES hospitals(hospital_facility_id),

FOREIGN KEY (operation_record_doctor_id)

REFERENCES doctors(doctor_id)

);

The last table is the operation records table, which contains the information of each
operation that has been recorded within the ASC system. This table uses a primary key that
auto-increments, and it uses foreign keys to reference the other tables. The BCNF reasoning
from the previous tables does still apply though, since all of the foreign keys are the only
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non-trivial functional dependencies, and they are all superkeys. Therefore, this table is in
BCNF.

2.8 Diagrams

After reading the previous section, it might be difficult to track the relationships between
each table. To help visualize them instead, an entity relationship diagram (ERD) and a
UML diagram have been provided in figures 1 and 2, respectively.

Figure 1: Entity Relationship Diagram
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Figure 2: UML Diagram

2.9 Audit Tables

Each table has an audit table associated with it so that changes made to any part of the
database can be tracked. The audit tables are named the same as the original table, but with
audit appended to the end. For every audit table, there are only four columns: audit id,
source table id, audit date, and audit action. Note that each of those columns have
some sort of prefix to indicate their table connection (see schemas below).

It then follows that the audit tables are in BCNF as well, since the only non-trivial func-
tional dependency is the primary key, which is auto-incremented. The remaining columns
are provided from the user’s input and are not dependent on any other column. Since all of
the audit tables follow the same pattern, the proof extends to each of them.

CREATE TABLE insurance_providers_audit(

insurance_provider_audit_id INT NOT NULL AUTO_INCREMENT ,

insurance_provider_id INT NOT NULL ,

insurance_provider_audit_date DATE NOT NULL ,

insurance_provider_audit_action VARCHAR (255) NOT NULL ,

PRIMARY KEY (insurance_provider_audit_id),

FOREIGN KEY (insurance_provider_id)

REFERENCES insurance_providers(insurance_provider_id),

CONSTRAINT insurance_provider_audit_action

CHECK (insurance_provider_audit_action

IN (’INSERT ’, ’UPDATE ’, ’DELETE ’))

);

CREATE TABLE hospitals_audit(

hospital_audit_id INT NOT NULL AUTO_INCREMENT ,

hospital_facility_id INT NOT NULL ,

hospital_audit_date DATE NOT NULL ,

hospital_audit_action VARCHAR (255) NOT NULL ,

PRIMARY KEY (hospital_audit_id),

FOREIGN KEY (hospital_facility_id)

REFERENCES hospitals(hospital_facility_id),

CONSTRAINT hospital_audit_action

CHECK (hospital_audit_action

IN (’INSERT ’, ’UPDATE ’, ’DELETE ’))

);
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CREATE TABLE ambulatory_surgery_centers_audit(

asc_audit_id INT NOT NULL AUTO_INCREMENT ,

asc_facility_id INT NOT NULL ,

asc_audit_date DATE NOT NULL ,

asc_audit_action VARCHAR (255) NOT NULL ,

PRIMARY KEY (asc_audit_id),

FOREIGN KEY (asc_facility_id)

REFERENCES ambulatory_surgery_centers(asc_facility_id),

CONSTRAINT asc_audit_action

CHECK (asc_audit_action

IN (’INSERT ’, ’UPDATE ’, ’DELETE ’))

);

CREATE TABLE surgical_procedures_audit(

surgical_procedure_audit_id INT NOT NULL AUTO_INCREMENT ,

surgical_procedure_id INT NOT NULL ,

surgical_procedure_audit_date DATE NOT NULL ,

surgical_procedure_audit_action VARCHAR (255) NOT NULL ,

PRIMARY KEY (surgical_procedure_audit_id),

FOREIGN KEY (surgical_procedure_id)

REFERENCES surgical_procedures(surgical_procedure_id),

CONSTRAINT surgical_procedure_audit_action

CHECK (surgical_procedure_audit_action

IN (’INSERT ’, ’UPDATE ’, ’DELETE ’))

);

CREATE TABLE patients_audit(

patient_audit_id INT NOT NULL AUTO_INCREMENT ,

patient_id INT NOT NULL ,

patient_audit_date DATE NOT NULL ,

patient_audit_action VARCHAR (255) NOT NULL ,

PRIMARY KEY (patient_audit_id),

FOREIGN KEY (patient_id)

REFERENCES patients(patient_id),

CONSTRAINT patient_audit_action

CHECK (patient_audit_action

IN (’INSERT ’, ’UPDATE ’, ’DELETE ’))

);

CREATE TABLE doctors_audit(

doctor_audit_id INT NOT NULL AUTO_INCREMENT ,

doctor_id INT NOT NULL ,

doctor_audit_date DATE NOT NULL ,

doctor_audit_action VARCHAR (255) NOT NULL ,

PRIMARY KEY (doctor_audit_id),

FOREIGN KEY (doctor_id)

REFERENCES doctors(doctor_id),

CONSTRAINT doctor_audit_action
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CHECK (doctor_audit_action

IN (’INSERT ’, ’UPDATE ’, ’DELETE ’))

);

CREATE TABLE operation_records_audit(

operation_record_audit_id INT NOT NULL AUTO_INCREMENT ,

operation_record_id INT NOT NULL ,

operation_record_audit_date DATE NOT NULL ,

operation_record_audit_action VARCHAR (255) NOT NULL ,

PRIMARY KEY (operation_record_audit_id),

FOREIGN KEY (operation_record_id)

REFERENCES operation_records(operation_record_id),

CONSTRAINT operation_record_audit_action

CHECK (operation_record_audit_action

IN (’INSERT ’, ’UPDATE ’, ’DELETE ’))

);

2.10 Updated Diagrams with Audit Tables

While no functional dependencies have changed, the total number of tables has. To re-
flect these changes and display the structure of each audit table, updated UML and entity
relationship diagrams have been provided in figures 3 and 4, respectively.

Figure 3: UML Diagram with Audit Tables
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Figure 4: Entity Relationship Diagram with Audit Tables

2.11 Indexes

To help with querying the database, a few indexes were added on the more commonly
queried columns. The text interface created for this database relies heavily on backtrack-
ing from values like a patient’s full name, insurance id number, or a similarly unsorted
column. As a result, indexes were added to the asc facility name, patient full name,
patient date of birth, operation record date, hospital name, and doctor full name

columns. Figures 5, 6, 7, 8, and 9 show the indexes that were added to each table.
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Figure 5: ASC Index

Figure 6: Patients Index

Figure 7: Hospitals Index
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Figure 8: Doctors Index

Figure 9: Operation Records Index

2.12 Views

The existing views were kept, as there were no changes to the tables that would require them
to be updated. One new view was added to the database, which is the default facility view.
This is the only view used in the actual text interface, and it is, actually, not a functional
component for most of the users. Instead, the default user has access to this view, and it is
used to display the hospitals and ASCs that are in the system. More of this view in action
is shown in the API Overview & Usage section. Figure 10 shows the views in the database
from the MySQL Workbench interface, and the list below provides a brief description of each
view.
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• patients with surgical procedures in different states - Shows all patients who
have had two or more surgical procedures in different states

• patients with surgical procedures in same state - Shows all patients who have
had a specific surgical procedure and are in the same state as another patient with the
same surgical procedure

• default facility view - Shows all hospitals and ASCs grouped by city and state (for
default user)

Figure 10: Views

2.13 Triggers

A total of 21 triggers were implemented to monitor the database for changes. Each time
either an insert, update, or delete is made to one of the core tables (i.e. not an audit table),
a trigger is fired to record the change in the respective audit table. The triggers are named
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the same as the audit tables, but with a suffix to indicate the type of change that was made.
Figure 11 shows the triggers in the database from the MySQL Workbench interface. There
is no need to provide further explanation for each trigger, as they all follow the same pattern
and their names directly indicate what they do.

Figure 11: Triggers

3 Roles & Users

As a way to show the relevant user types for this system, the following roles and users were
created: nurse, doctor, asc admin, & sys admin. In this section, we will go over the
idea behind each role and the privileges that they have.

3.1 Nurse

The nurse role can be seen as one of the lower level roles in the system. A nurse is usually
who the patient will coordinate with the most, but they are unlikely to make system level
changes for any information that is held outside of the patients table. The nurse role has
the following privileges:
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• SELECT on all tables

• INSERT, UPDATE, & DELETE on patients

• EXECUTE on procedures get patient info, & get patient operation records

• ALL PRIVILEGES on procedure get list of asc for procedure

Having these permissions enables users within this role to retreive medical records for
a patient, update their current personal information, and find the ASCs that are able to
perform a given procedure that the patient may need.

3.2 Doctor

The doctor role is the next level up from the nurse role, but they do not inherit the
permissions of the nurse role. Doctors are the providers who perform the procedures on the
patients, and their role is more closely related to operation records and the specific surgical
procedures offered. As such, the doctor role has the following privileges:

• SELECT & INSERT on operation records

• SELECT, INSERT, & UPDATE on surgical procedures

• EXECUTE on procedures log new operation record, update surgical procedure name,

update surgical procedure description, & add new surgical procedure

These permissions allow users within this role to create new operation records for patients,
update the surgical procedures that are offered, and add new surgical procedures to the
system.

3.3 ASC Admin

An ASC admin is the person who is responsible for various administration tasks over an ASC
or group of ASCs. This role is the first of the two roles that have the ability to modify the
hospitals, ASCs, and doctors that are in the system. The asc admin role has the following
privileges:

• ALL PRIVILEGES on hospitals, ambulatory surgery centers, & doctors

• EXECUTE on procedures view asc info by name, update asc address, update asc name

More permissions could be added to this role to fully flesh out the idea of an ASC admin,
but for the purposes of this project, these permissions give the user the ability to view
information about an ASC, update the address of an ASC, and update the name of an ASC.
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3.4 System Admin

The sys admin role is the highest level role in the system.

• ALL PRIVILEGES on all tables, views, & procedures

This role has the ability to do anything in the system, and as such, it is the only role
that can create new users and assign them to roles.

3.5 Users

The following users were created to be test users for each of the roles:

• nurse jackie - the nurse user with the password nurse jackie

• default user - a user with no role and the password default user

• doctor house - the doctor user with the password doctor house

• asc admin stu - the asc admin user with the password asc admin stu

• sys admin john - the sys admin user with the password sys admin john

4 API Overview & Usage

A number of procedures and views are available to be called via the API. These procedures
act as the primary way to interact with the database without having to write any SQL
queries. In this section, we will review the procedures that are available, and go over how
the text based interface works to call these procedures.

4.1 Stored Procedures

A core component of this project is the use of stored procedures. This section will go over
the stored procedures that were created for this project. The following stored procedures
were created:

• add new surgical procedure - Adds a new surgical procedure to the surgical procedures

table

• get asc audit delete records - Returns a list of all ASC audit delete records

• get asc audit insert records - Returns a list of all ASC audit insert records

• get asc audit update records - Returns a list of all ASC audit update records

• get default facility view - Returns a View of all hospitals and ASCs (for default
user)
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• get hospitals audit delete records - Returns a list of all hospital audit delete
records

• get hospitals audit insert records - Returns a list of all hospital audit insert
records

• get hospitals audit update records - Returns a list of all hospital audit update
records

• get operation records audit delete records - Returns a list of all operation record
audit delete records

• get operation records audit insert records - Returns a list of all operation record
audit insert records

• get operation records audit update records - Returns a list of all operation record
audit update records

• get patients audit delete records - Returns a list of all patient audit delete records

• get patients audit insert records - Returns a list of all patient audit insert records

• get patients audit update records - Returns a list of all patient audit update
records

• get list of asc for procedure - Returns a list of ASCs that can perform a given
procedure

• get patient info - Returns a patient’s information

• get patient operation records - Returns a patient’s operation records

• log new operation record - Adds a new operation record to the operation records

table

• update asc address - Updates the address of an ASC

• update asc name - Updates the name of an ASC

• update surgical procedure description

• update surgical procedure name - Updates the name of a surgical procedure

• view asc info by name - Returns information about an ASC
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4.2 Using the API as a Default User

If the text interface is executed without any command line arguments, the user will be
prompted to enter a username, password, host, and database name. The information will
then be checked against existing users in the config file, and if no match is found, the user
will be logged in as a default user. Shown in figure 12 is an example of the default user login:

Figure 12: Default user login

The default user can only view the hospitals and ASCs that are in the system, and cannot
make any changes to the system. Figure 13 shows an example of the default user viewing
the hospitals and ASCs in the system:

Figure 13: Default user view of hospitals and ASCs

4.3 Using the API as a Nurse

If the text interface is executed with an argument of nurse, the user will immediately be
logged in as a nurse. And in figure 14, we see the given options for a nurse.
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Figure 14: Nurse options

The nurse can view a patient’s information, view a patient’s operation records, and find
ASCs that can perform a given procedure. Shown in figure 15, we see an example of a nurse
viewing a patient’s information:

Figure 15: Nurse viewing a patient’s information

And in figure 16, we see an example of a nurse viewing a patient’s operation records:
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Figure 16: Nurse viewing a patient’s operation records

Finally, figure 17 shows an example of a nurse finding ASCs that can perform a given
procedure:

Figure 17: Nurse finding ASCs that can perform a given procedure

4.4 Using the API as a Doctor

If the text interface is executed with an argument of doctor, the user will immediately be
logged in as a doctor. In figure 18, we see the given options for a doctor.
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Figure 18: Doctor login and options

The doctor can add a new operation record, update a surgical procedure’s name, and
update a surgical procedure’s description. Figure 19 shows an example of a doctor adding a
new operation record:

Figure 19: Doctor adding a new operation record

And in figures 20 and 21, we see examples of a doctor updating a surgical procedure’s
name and description, respectively:

Figure 20: Doctor updating a surgical procedure’s name
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Figure 21: Doctor updating a surgical procedure’s description

The final implementation option for Doctor users allows them to add a new surgical
procedure to the system. Figure 22 shows an example of a doctor adding a new surgical
procedure to the system:

Figure 22: Doctor adding a new surgical procedure

4.5 Using the API as an ASC Admin

If the text interface is executed with an argument of asc admin, the user will immediately
be logged in as an ASC admin. These users can search for an ASC’s full information by
name and update the name and address of an ASC. Figure 23 shows the search functionality
for an ASC’s full information:
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Figure 23: ASC admin searching for an ASC’s full information

And in figures 24 and 25, we see examples of an ASC admin updating an ASC’s name
and address, respectively:

Figure 24: ASC admin updating an ASC’s name
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Figure 25: ASC admin updating an ASC’s address

4.6 Using the API as a System Admin

If the text interface is executed with an argument of sys admin, the user will immediately be
logged in as a system admin. These users are intended to be able to view the audit logs for any
table in the system, but at the time of this writing, the text interface only allows for viewing
the audit logs for the ambulatory surgery centers table. Figure 26 shows an example of a
system admin viewing the audit insert records for the ambulatory surgery centers table:

Figure 26: System admin viewing the audit insert records

And in figures 27 and 28, we see examples of a system admin viewing the audit update
and delete records for the ambulatory surgery centers table, respectively:
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Figure 27: System admin viewing the audit update record

Figure 28: System admin viewing the audit delete records
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5 Tools Used

This section of the report will detail all tools used in the creation of this database.

5.1 MySQL Workbench

This tool was utilized as the primary execution environment for all SQL queries. Addition-
ally, the entity relationship diagram was generated using the ’Reverse Engineer’ feature that
this tool provides.

5.2 Sqlite3 and Python3.10

As a backup environment for faster testing, execution, and debugging, sqlite3 was used in
combination with Python3.10. Simple scripts were written in Python to help execute some
SQL queries, rather than having to utilize the (somewhat buggy) command line version of
sqlite3. This provided excellent insight and debugging capabilities, and it forced a better
understanding of the database’s structure.

5.3 Mockaroo

Mockaroo is a tool used to generate mock data for testing purposes, and is available at
https://mockaroo.com/. This tool was used to generate the mock data for the database.

5.4 PlantUML

To generate the UML diagram, a simple PlantUML file was written. PlantUML is a tool
that generates UML diagrams from code, and is available at https://plantuml.com/.

5.5 Go

The Go programming language was used to create the API. This includes various packages
that are common to the Go ecosystem.
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